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The Challenge: Managing Risk 

Unauthorized access to company resources using existing 

vulnerabilities is a serious security concern. Identifying, quantifying, 

and prioritizing security vulnerabilities in an environment can be a labor 

intensive, unmanageable process without the proper methodology, 

skills, automation, and tool sets. Illuminating these vulnerabilities, as 

well as providing the appropriate mitigation procedures, helps to not 

only reduce these risks but makes vulnerability management 

achievable.

The Solution 

The Vulnerability Assessment powered by Secureworks® Taegis™ VDR 

is a point-in-time scan and expert-led assessment that helps to 

identity gaps in your network that attackers can exploit. Each 

assessment is based on a clearly defined customer-provided set of 

engagement rules to produce actionable results. Vulnerabilities and 

details are delivered via a rich, dynamic dashboard where you can tag 

assets, sort by severity, and assign items for remediation. Scanning 

can either take place from the Internet, against any Internet-exposed 

services, or from an Edge Services endpoint within an internal network 

(Cloud or on-prem) to scan against internal VLANs and networks. 

CUSTOMER BENEFITS

Validate your patching/hardening 

program 

Establish a security baseline 

Identify known, surface-level 

security issues and 

misconfigurations 

Save time with automated tasks 

Focus remediation with 

prioritized vulnerabilities 

Establish Rules  

of Engagement

Kickoff call and align on:​

•	 Goals and objectives​

•	 Scope and target validation​

•	 Timelines​

•	 Personnel roles and 

responsibilities​

•	 Configured and deployed 

(only needed for Internal 

scanning)​

•	 Network discovery​

•	 Scanning and vulnerability 

identification​

•	 Creation of remediation plans​

•	 Results delivered via VDR  

Web Portal​

•	 Review call with Secureworks 

Adversary Group 

Taegis VDR  

Edge Services VM​

Execution of  

Vulnerability Assessment​
Results​

Vulnerability Assessment Engagement Methodology

Vulnerability Assessment  
Powered by Taegis VDR 
Identify Risks and Vulnerabilities



Secureworks (NASDAQ: SCWX) is a global cybersecurity leader that secures human progress with 

Secureworks® Taegis™, a SaaS-based, open XDR platform built on 20+ years of real-world detection data, 

security operations expertise, and threat intelligence and research. Taegis is embedded in the security 

operations of over 4,000 organizations around the world who use its advanced, AI-driven capabilities to 

detect advanced threats, streamline and collaborate on investigations, and automate the right actions.

For more information, 

call 1-877-838-7947 to 

speak to a Secureworks 

security specialist. 

secureworks.com
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SERVICE FEATURES

Experienced consultant 

configures Secureworks 

Taegis VDR and runs 

discovery and scanning 

Results delivered via 

dynamic Taegis VDR 

Portal with continued 

30-day access 

End of engagement 

walk through with 

Secureworks Adversarial 

Testing Expert 

Prioritize all 

vulnerabilities based on 

risk scored by impact 

and likelihood of 

vulnerability being 

exploited

End of Engagement 

At the end of the engagement, a member of the Secureworks Adversary Group 

will set up a call to review the results and run through suggested remediation 

plans and actions. Instead of a traditional report, you will be given access to the 

VDR Web Portal for 30 days, which allows for rich and dynamic consumption of 

your scan results, continued identification and prioritization of vulnerabilities, 

review of remediation plans, and other helpful features.

 
Continuous Vulnerability Management 

For organizations seeking to put in place an ongoing vulnerability management 

program, Taegis VDR provides an approachable and accessible solution to 

ongoing vulnerability management. As your environment and assets change, we 

are continually monitoring for new vulnerabilities and prioritizing those in context 

of your company to prioritize and offer quick response actions.

Learn more about Taegis VDR

http://secureworks.com
https://www.secureworks.com/products/vdr

